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Summary

SAP BusinessObjects Access Control (AC) is an enterprise software application that enables
organizations to control access and prevent fraud across the enterprise, while minimizing the time and
cost of compliance. The application streamlines compliance processes, including access risk analysis and
remediation, business role management, access request management, superuser maintenance, and
periodic compliance certification. AC delivers immediate visibility of the current risk situation with real-time
data.

SAP BusinessObjects Process Control (PC) is an enterprise software solution for compliance and policy
management. The compliance management capabilities enable organizations to manage and monitor
their internal control environment. This provides the ability to proactively remediate any identified issues,
and then certify and report on the overall state of the corresponding compliance activities. The policy
management capabilities support the management of the overall policy lifecycle, including the distribution
and attestation of policies by target groups. These combined capabilities help reduce the cost of
compliance and improve management transparency and confidence in overall compliance management
processes.

With the release of GRC 10.0, Access Control and Process Control are offered as an integrated solution,
both at the data layer and at the user interface layer. This new unified platform enables increased
harmonization of key master data. Organization, process and control structures can now be shared
across components of Access Control and Process Control, which supports a more integrated approach
to governance, risk, and compliance. Access risks identified in Access Control can be mitigated using
controls managed by Process Control, as an example. This document details methods for harmonizing
data across Access Control and Process Control.
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Typographic Conventions

Type Style

Description

Example Text

Words or characters quoted
from the screen. These
include field names, screen
titles, pushbuttons labels,
menu hames, menu paths,
and menu options.

Cross-references to other
documentation

Icons

Icon Description

A Caution

ﬂ Note or Important

<5} Example

ﬂ Recommendation or Tip

Example text

Emphasized words or
phrases in body text, graphic
titles, and table titles

Example text

File and directory names and
their paths, messages,
names of variables and
parameters, source text, and
names of installation,
upgrade and database tools.

Example text

User entry texts. These are
words or characters that you
enter in the system exactly as
they appear in the
documentation.

<Example
text>

Variable user entry. Angle
brackets indicate that you
replace these words and
characters with appropriate
entries to make entries in the
system.

EXAMPLE TEXT

Keys on the keyboard, for
example, F2 or ENTER
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1. Management Overview

Two main scenarios are described in this document:
1 Enabling local controls in Process Control for assignment in Access Control
1 Managing Access Control mitigating controls in Process Control

The GRC 10.0 platform provides the option of sharing master data across capabilities. Specifically,
organizations, processes, subprocesses, and controls can be shared between Access Control and
Process Control. Organization data can be shared or segmented based on a companies internal policies.
Access to data is controlled by user authorization.

Integration provides various benefits across different application uses, including:

1 Unified Master Data i decreases the total cost of ownership and provides more consistent data
across the system landscapes

1 Shared Application Roles i no redundancy in control and risk owners

1 Full cycle remediation process 1 end-to-end compliance across GRC processes

Integration is also available by creating a PC SOD Control, which offers automated access risk analysis
from an automated control in Process Control.
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2. Technical Prerequisit es

In previous releases, AC and PC integration used web services. However, with the harmonized GRC10.0
platform, the use of web services is no longer required.

£ noTE

This guide discusses only AC and PC Integration scenarios and associated process steps. Prior
knowledge of AC and PC concepts is recommended.

The prerequisites include the following:
1 Install the GRCFND_A software component and activate AC and PC on the same client.

1 Complete the post-installation steps for AC and PC listed in the SAP BusinessObjects Access
Control 10.0 / Process Control 10.0 / Risk Management 10.0 Installation Guide at
http://service.sap.com/instquides.

1 For new deployments, the Organization, Control, Business Process, and Subprocess data shared
between AC and PC must be identified and maintained in the platform.

1 For customers upgrading to the 10.0 release, Organization, Control, Business Process and
Subprocess data shared between AC and PC must go through data transformation before
migration and upgrade. See the SAP BusinessObjects Access Control 10.0 Migration Guide
(http://service.sap.com/instguides) for details.

1 You must configure Access Risk Analysis in AC. Create the connector to your ERP system, either
upload or activate the rule set, generate the rules, and perform synchronization in the following

order:
o PFCG
o Role
o Profile
o0 User

3. Enable PC Controls for AC Assignment

Data is shared between Access Control and Process Control. This data includes Organizations, Business

Processes, Subprocesses, and Controls. How this data is exposed and shared to your users depends on

how your business utilizes AC and PC. This chapter describes the steps to assign local controls in

Process Control for use as mitigating controls in Access Control. This option allows customers with both

products to leverage a single set of controls. The option also enables Access Control customers to

measure the effectiveness of their mitigati-ng control s
automated testing.

3.1 Shared Data

GRC 10.0 is a harmonized platform. Although maintenance of data within AC and PC is similar in 10.0 as
it was in previous releases, there are some key differences. The following master data is shared between
AC and PC for the release 10.0 integration scenario.
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Organizations

Business Processes
Business Subprocesses
Controls

=A =4 =4 -9

This diagram provides an overview of the steps required to enable local PC controls for assignment as
mitigating controls in Access Control:

Assign Owners Select Select Process Select PC Local
as Monitors & Compliance / Subprocess Control

Approvers Org Unit (Org Unit) (Org Unit)

Assign Monitor Assign Assign

L Assign Access
& Approver Mitigating ??isks Approver &
(Org Unit) Control ID Monitor

3.2 Maintain Owners

Go to Access Owners A Access Control Owners A Create
On this screen, identify the users or user groups who should be Mitigation Monitors and Approvers.
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Owner Assignment : Nancy Lee Help

User Fox Wilson
[[Save] [Ciose]

Group Type
= Owner
2 Owner Group
) LDAP Group
Group Detail
Owmer. * NLEE Full Name: Nancy Lee
Distribution List Name: * Distribution List Email: *
DL Connector:
Owner Type
Type Descrption | Select | Comment
Firefighter ID Firefighter ID Owners are responsible ]
Owner for maintaining firefighter IDs and their
assignments to firefighters
Firefighter Role ~ Firefighter Role Owners are responsible |
Owner for maintaining firefighter roles and their
assignments to firefighters
Risk Owner Risk Owners are assigned to risks and
are ¢ ponsidle for approving
hanges 1o risk definitions and
of the nsk. Risk Owners may also
receive conflicting and critical action
alerts,
Role Owner Role owners are responsible for
approving ether role content or user-
ole o hoth
Mitigation Mitigation Monitors are assigned to £
Montors controls to monitor activity and may
receive control monitor alens.
Mitigation Mitigation Approvers are assigned to
ontrols and are ible for
approving changes to the control
defintion and assignments when

3.3 Maintain Organization  Unit

Go to Master Data A Organizations
Navigate to the appropriate Organization Unit and click Open.

@ Organization Hierarchy - Windows Internet Explorer

Organizations Details

| S Name: CRG-Accounts Payable

Date (06232011 [ Apply | Advanced [[Open]] [Add] (Remove] |[Actions.] Descritin: CRG Accounts Payable
Valid From:  01/01/2010

Valid To: 12/31/9999
Documents: 0

Name =
v Organization Hierarchy
v CRG-GLB-INTL
v CRG-HQ
v CRG-C-FINANCE
* CRG-Controllers-Office

I

v CRG-General-Accounting
+ CRG-Accounts Payable
| + CRG-Financial-Reporting

Navigate to all tabs associated with the Organization Unit.

Page 12
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” Organization Hierarchy - Windows Internet Explorer

Organizations
View: Standard Hierarg

Organization: CRG-Accounts Payable

owoiriion

¥ CRG-Gen|

* CRG-Aq

Org. Level System Parameter:

. Review Settings
« CRG-Fing
CRG ek Indirect ELC Assessment. v Use Systern Suggested
* CRG-Fiel * et
« CRG-Fi
Sl Indirect ELC Test ¥ Use System Suggested
+ CRG-F =
*+ CRG-F
Remediation Plan 7] Use System Suggested
+ CRG-Fy L Pla
* CRG-Fi

3.4 Assign Owners to Org Unit

Date 08202011
Parent Organization CRG-General-Accounting 1D 50002525
Name Timeframe 08/20/2011 Effective Date 082072011
* Qrganization Hiera
- ABC Pk [ESave](Cancel]
- AoC G | (UGS Subprocess | Indrect Entty-Level Contros | Reguitions | Polcies | Objectives | Key Riskindicators [oe]
v Corporate
« ABC Cerd] | Name: * CRG-Accounts Payable Valid From: * 01/0172010
« ABC Euro| | DeSCrition CRG Accounts Payable Valid To. * 12/31/9939 o)
~ Subsidiaries Currency: * usD =)
+ ABC serv Average Cost Per Control 0.00
- ABC Giobal Country. 9
~ CRGHQ Subject to Sign-Off OYes ONo Region o
i .| Shared Services Provider Yes ©No
v CRG-C-FN/ Defic A sFlag “Yes ONo
In Scope: < Yes No

Organization Unit A Owners Tab. Assign the appropriate owners to the Organization Unit by using the
Add Row button. The list of owners available is based on the owners identified in step 3.2.

ﬁ Organization Hierarchy - Windows Internet Explorer feculE)
Oranlaations
View: Standard Heerarg

Organization: CRG-Accounts Payable
Date 087202011
. Parent Organization CRG-GenerakAccounting ID 50002525
Name Timeframe 08/20,2011 Effective Date 082012011
* Qrganizaton Hiera
- ABC Pk [ESave](Cancel]
~ ABC Group Units of Measure Risk Appetite | Risk Thresholds | Users i AC Roles Assignments | Roles Issues mo
Corporate
« ABC Cent Af_o_'l"h_" e
* ABC Euro &
* Subsidiaries] Name | Type l User IO ! Updated By W"O"‘
Sy | Fox Wilson Owner FWILSON 1805299 02/16/2011
i O('M | NancyLee Owner MNLEE 1805299 02/18/2011
T |_| Maria Bond Owner MBOND FWILSON 0272612011
» CRG-C-FJ
Page 13
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3.5 Select Organization Unit Subprocess / Control

Organization Unit A Subprocess Tab. Select the subprocess and control which will be assigned to an
access risk. Click Open to view/edit the local control.

Organization: CRG-Accounts Payable
Parent Organization CRG GenerabAccourting 1D 50002525
Timeframe 08/262011 Effective Date 08/20/2011
ESave](Cancei]
 Gorera ipOGRIR)| | vectEroyLove Cors | Reuanons | Polces | Otectves | Ky Riskindcatos | Untsof Measur | Riskppette | RikTheshoids | Users | Owners | AC Foles
Subprocess/Control Descrgtion Allow Local Changes  Shared Ser
» 08 Invoces >8 10k reviewed by AP Mgr Invorces over $10K are reviewed by the AP Manager in accordance with current policy Yes None
* Cash Disbursements Cash Disbursements Yes None
+ 01 Postive payment used for checks A positive payment system is used for checks A dady file is uploaded to the bank to verfy against payments before bank will clear checks Yes Nane
*+ 02 Bank accounts reconciled monthiy All bank accounts are reconcled monthly by Clerk who cannot issue checks Yes None
+ (03 AP rvoice staff can't issue chiks AP rvoice staff cannot issue checks SAP authorization prevents it Yes None
'-I * 04 AP Mgr cks support for pymes >$5k The AP Manager reviews for ot over $5,000 to verity authonzaton, accuracy and valdity Yes None
» Martain Vendor Master Data Mairitain Vendor Master Data Yes None
* P2P Vendor master changes Manitors for changes to the double mvoice check setting on vendor master fle record that could override global system setings Yes None
Name BSPOUMMY Vahd From 021232011
Parert Z_BPDUMMY Vald To 12319999
Descnpton Transaction Type
Industry- specfic Yes “No

3.6 Edit Local Control for Assignment in Access Control

Local Control A General Tab. Update the Mitigating Control ID field.
Note: Once saved, the mitigating Control ID cannot be changed.

Page 14
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Local Control A Access Risks Tab. Assign the Access Risks that the Control will be availa
in Access Control.

z Organization Hierarchy - Windows Internet Explorer 'Lu“
Contsol %]
-
Control: 04 AP Mgr cks support for pymts >$5k B
Parent Organization CRG-Accounts Payable Parent Subprocess BSFOUMMY Allow Local Changes Yes ID 50002532
Timeframe 08r23 2011 Effective Date 08/23/2011
",", neral I Regul | Ewval | Req Access Risks | Risks Account Groups Ovmers Reports Policies | Issues | Roles |
Mitigating Control ID: APCDO4 Vald From: * 01/01/2010
Name. * 04 AP Mgr cks support for pymts >$5k Valid To: * 12/31/3939
Description The AP Manager reviews supporting Trigger. * Event @ Date
documentation for all payments over $5,000 . =
'to verify authorization, accuracy and validity Operation Frequency, |Quarterly
Control or Process Step + Control Process Step To Be Tested res No
Test Automation. * Automated = Manua
Caorttrol Category. Transactional-Level Control -
o Testing Technigue Observation of control co
Significance Key Control - - ——
. : : Test Plan GRC-TP20
Level of Evidence: [ Use Systern Suggested | Tier 3. Control Design Assessment + Control Effectiveness ! input: =
Control Risk [ Use System Suggested Medium ~
Control Automation: * Automated  © Manual Semi-Automated Output
Purpose: * * Detective Preventive
Nature Authonzation -
Aliow Referencing 2
Control Relevance ¥ Control Activities
Control Environment
[l information and Communication
[ Monitoring
[ Fraud Preventon and Detection |':
= CRisk A
<l v

ble to mitigate

z Organization Hierarchy - Windows Internet Explorer "E.'g]_‘“
Control B _.
Control: 04 AP Mgr cks support for pymts >$5k
Parent Organization CRG-Accounts Payable Parent Subprocess BSFDUMMY Allow Local Changes Yes ID 50002532
Timeframe 08/23 2011 Effective Date 08/23/2011
[LSave]{Cancel]
General | Regulatons | Evalustion | Requirement | Ovmers Reports Policies | Issues G
Access Risks
[ otEa]remor Ra) - , - %
T RiskIiD Rule ID Description Level Updated By Updated On
| | POD1 D Create fictibous vendor an... High 1805299 02/1822011
|| Po02 » Mantain a fictibous vendo... High 1805299 02/18/2011
|
| POO3 v Create fictibous vendor in... High FWILSON 022372011

Local Control A Owners Tab. Assign a Mitigation Approver and Mitigation Monitor to the Control; one of
each is required. The list of available owners is based on the owners assigned to the organization unit in

step 3.4. Save changes to the control.
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pechy - Windows Internet Explores
Control
Control: 04 AP Mgr cks support for pymts >$5k
Parent Organization CRG-Accourts Payable Parent Subprocess BSPDUMMY Allow Local Changes Yes 1D 50002532
Timeframe 0823 2011 Effective Date a3
() Carsal
General | Reg Evan, Req AccessRisks | Risks | Account Groups of Ownerg | Repos | Polcies | Issues | Roles 0=
AC Owners
Naere Assonment Type Type User iD Updated By Updated On
Narcy Lee Approver - Onner NLEE 1805299 021872011
Mares Bond Moertor *  Owner MBCND PWLSON 0272672011
3.7 Assign Local Control to Access Risk
Access Risk Analysis A User Level Risk Analysis. Define and run an access risk analysis.
fe SOD Search Application - Windows Internet Explorer el m
Risk Analysis : User Level Help
Analysis Criteria
Saved Variants: |Org Unit Analysis ~[Delete]
[System ~|lis ~|[ocm 0®e }
Org Unit vllis +|150002525 0®e
Access Risk 1D ~||is ~| P01 =] CIO)
Access Risk ID ~|lis ~| P002 s} OIS
Access Risk ID vllis ~|P003 oPe
Risk Level s | [Crtical @
Risk Level ~lis ~|[High Y ®e
Rule Set ~llis ~||Global - ®E
Report Options
Format Management Summary - Technical View -
Type 5 Access Risk Analysis Action Level Critical Action Critical Role/Profile
¥ Permission Level Critical Permission
Access Risk Assessment
- Mitgation Analysis
Addgtional Criteria Include Mitigated Risks ¥ Show All Objects
Consider Org Rule Offine Data
Save Variant as (Save|
‘Run in Foreground | [ Run in Background |

Access Risk Analysis A Risk Analysis Results. In the risk analysis results, select the access risks you
assigned to the control in Step 3.6. Click the Mitigate Risk button.
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g SCD Search Application - Windows Internet Explorer
Multiple Selection m
» Analysis Criteria
~ Analysis Results
Result Set;|Result Set 1 *|[Ga] [Previous [ et [Esport Result Sets |
Result
View: | [Standard View] ~| ' Display As:|Table ~| Type:|Permission Level  ~| Format:|Managerment Summan, +| B
Sieiiings
.Tr: jul|m] | cocess RiskID _Contral | Monitor [=]
CEBALER PO01
|| cBALER PO0Z
|| cBALER SE
DBAIER PO01
| DBaER P00z
| DBaER [SIE

Access Risk Analysis A Assign Mitigation Controls. In the Assign Mitigation Control window you see the
mitigating Control ID assigned to the access risks along with the Monitor ID. If you do not see the correct
Control ID, search for it in the Control ID column. You can also view details of the control by highlighting a

row and clicking View Details /Control ID. Click Save to save the mitigation control assignment.
= E [ |

[é SOD Search Application - Windows Internet Explorer
Mitigation = B
ssign Mitigation Controls =
ol | Fernove || Status | Validiy Period | | Create Contral ]| View Details |
User ID ‘ Org Rule 1D | ccess RisklD  Description ‘ Rule ID | Systel | Control 10 | Monitor Walid From |Valid To | Status
CBAUER FO01 Create fictiious wendar and initiate payment to the wvendor  * " APCDO4 | MEOND |08/23/2011  0Bf22/2014 | Active =
CBAUER Fo02 Waintain a fictiious vendor and direct disbursements to it * * APCDO4 | MBOMND |08/23/2011 | 08/22/2014 | Active =
CBAUER FOD3 Create fictitious vendar invoice and initiate payment forit =~ " APCDD4 | MBOMD |08/23/2011 | 0B/22/2014 | Active =
[ | | . @
I I;ance\
Page 17
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4. Manage AC Created Controls in Process Controls

This section discusses how to maintain Mitigating Controls (created in Access Control) in Process Control.

This option allows users familiar with Access Control to continue maintaining Mitigating Controls in the

same user interface they used before. However, the control they maintain will also display and be

available from Process Control. The benefit of this option is there is little impact on existing Access Control

users. Yetthemi t i gating controls can be measur ealtoniakedangd f f ect i v
semi-automated testing.

Create Process Assign Owners Select
& Subprocess as Monitors & Compliance
(IMG) Approvers Org Unit

Create Control
(Access Risk)

Map PC Assign Monitor Assign : Assign
N Assign Access
Process & & Approver Mitigating Risks Approver &
Subprocess (Org Unit) Control ID Monitor

4.1 Identify Business Process es in Process Control to
be shared with Access Control

Master Data A Activities and Processes A Business Processes. Identify the Process and Subprocess
that will be shared between Access Control and Process Control.
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‘ Precess Structure

| | Subprocess: Cash Disbursements |

Date |12/28/2010 @[ Apply | Advanced

| Create . || Open || Delete ‘ Actions 4

Control Objectives I/ Account Groups IH

6IE

Description:

Valid From:

Valid To:
Transaction Type:
Industry-specific:
Documents:

Cash Disbursements
01/01/2009
12131/9999

Routine

No

0

Name | Type =
~ Process Structure

o Financial Accounting (FAS 133) Process
L Financial Close Process Process
o Good Manufacturing Practice Process
o Health & Safety Process
o HR and Payroll Process
o Information Technology Process
B IT General Controls Process
o Logistics Process
B Off-label Promaotions Process
B Order to Cash Process
- Procure to Pay Process

~ Accounts Payable Process
M » Cash Disbursements Subprocess
] ¥ AP Invoicing Subprocess
Tl ¥ Maintain Vendor Master Data Subprocess
Tl ¥ Perform Invoice Verification Subprocess
N » Materials Management Process
| » Purchasing Process
B Product Pricing & Government Compliance Process

4.2 Create Access Control Business Processes

Access Control Business Processes are maintained in the backend IMG.

SPRO A SAP IMG Reference A Governance, Risk and Compliance A Access Control A Maintain
Business Processes and Subprocesses

Create Business Processes and Subprocesses which map to the Business and Subprocesses in Process

Control identified in 4.1.

=4
Table View Edit Goto Selection Utilities(M)

System Help

T IH e SHR DDhoD AR @®

Change View "Business Process": Overview

Dialog Structure |
<~ SJBusiness Process

Business PFDD_BSS

[Business Process Descripti

(I Business Subproce
[ Assign Application

kPO

Basis

Cross Application
CRM
Consolidation
Finance

HR and Payroll
Materials Management
Plant Maintenance
Procure to Pay
Order to Cash
EBP and SRM

eI
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Enter the Business Process, save it and select the green arrow to go back.

Dialog Structure

~ (3 Business Process Business Process Business Process
[JBusiness Subproce 1 Accounts Payable [=
(D Assign Application / =

i ciicdicdi cdi i e iy

Select the process you created and double click Business Subprocess

=
Table View Edit Goto Selection Utilities(M) System Help
J @@ae O A BNAOa8 FE @

Dialog Structure
4 Business Process Business Process
[JBusiness Subproce
Assign Application /

410]

is
Cross Application
CRM

Y
(CRoB
|ecoe

(:]:] Finance
|HRoa HR and Payroll
|Mmee
Pro0
PROB
|soee

Materials Management
Plant Maintenance
Procure to Pay
Orderto Cash

EBP and SRM

Enter the Subprocesses, save it and select the green arrow to navigate back
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=4

Table View Edit Goto Selection Utilities(M) System Help

S /008 el &6

Dialog Structure Busi Process APB1
< [JBusiness Process
A Business Subproce
3 Assign Application / Su Descri
1 ‘Cash Disbursements [a]
1 AP Invoicing =
1 Hamaln Vendor Master Data
PIVI Perform Invoice Verification
4.3 Map AC Business Processes to PC Processes

Master Data A Activities and Processes A Business Processes. In this step you map the processes
created in the AC IMG to the Processes in PC. This step allows controls created in AC to be assigned in
PC.
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Select the Process and click Open.

[]

In the Process, map the Process you created in Step 4.2. These display in the Business Process drop
down.

Next, choose a subprocess to map and click Open.
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